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SUBJECT: CODE OF ETHICS FOR ALL DISTRICT PERSONNEL  
 
 

Section 1.  Pursuant to the provisions of Section 806 of the General Municipal Law, the Board 
of Education of the Cheektowaga Central School District recognizes that there are rules of ethical 
conduct for members of the Board and employees of the District that must be observed if a high 
degree of moral conduct is to be obtained in our unit of local government. It is the purpose of this 
resolution to promulgate these rules of ethical conduct for the Board members and employees of the 
District. These rules shall serve as a guide for official conduct of the Board members and employees 
of the District. The rules of ethical conduct of this resolution, as adopted, shall not conflict with, but 
shall be in addition to any prohibition of Article Eighteen of the General Municipal Law or any other 
general or special law relating to ethical conduct and interest in contracts of Board members and 
employees.   
 

Section 2.  Standards of Conduct. Every Board member or employee of the Cheektowaga 
Central School District shall be subject to and abide by the following standards of conduct:   
 

(a)  Gifts. Pursuant to Section 805-a of the General Municipal Law, he/she shall not, directly or 
indirectly, solicit any gift or accept or receive any gift having a value of seventy-five dollars or more, 
whether in the form of money, services, loan, travel, entertainment, hospitality, thing or promise, or 
any other form, under circumstances in which it could reasonably be inferred that the gift was intended 
or expected to influence him/her in the performance of official duties or was intended as a reward for 
any official action on his/her part. 
 

(b)  Confidential Information. He/she shall not disclose confidential information acquired by 
him/her in the course of his/her official duties or use such information to further his/her personal 
interest. 
 

(c)  Representation before one's own agency. He/she shall not receive, or enter into any 
agreement, express or implied, for compensation for services to be rendered in relation to any matter 
before any municipal agency of which he/she is an officer, member or employee or of any municipal 
agency over which he/she has jurisdiction or to which he/she has the power to appoint any member, 
officer or employee.   
 

(d)  Representation before any agency for a contingent fee. He/she shall not receive, or enter 
into any agreement, express or implied, for compensation for services to be rendered in relation to any 
matter before any agency of his/her municipality, whereby his/her compensation is to be dependent or 
contingent upon any action by such agency with respect to such matter, provided that this paragraph 
shall not prohibit the fixing at any time of fees based upon the reasonable value of services rendered.   
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SUBJECT: CODE OF ETHICS FOR ALL DISTRICT PERSONNEL (Cont'd.)  
 

(e)  Disclosure of interest in resolution. To the extent that he/she knows thereof, a member of 
the Board of Education or employee of the Cheektowaga Central School District, whether paid or 
unpaid, who participates in the discussion or gives official opinion to the Board of Education on any 
resolution before the Board of Education shall publicly disclose on the official record the nature and 
extent of any direct or indirect financial or other private interest he/she has in such resolution.   
 

(f)  Investments in conflict with official duties. He/she shall not invest or hold any investment 
directly or indirectly in any financial, business, commercial, or other private transaction, that creates a 
conflict with his/her official duties.   
 

(g)  Private employment. He/she shall not engage in, solicit, negotiate for or promise to accept 
private employment or render services for private interests when such employment or service creates a 
conflict with or impairs the proper discharge of his/her official duties.   
 

(h)  Future employment. He/she shall not, after the termination of service or employment with 
the School District, appear before any board or agency of the Cheektowaga Central School District in 
relation to any case, proceeding, or application in which he/she personally participated during the 
period of his/her service or employment or which was under his/her active consideration.  
 

Section 3.  Nothing herein shall be deemed to bar or prevent the timely filing by a present or 
former Board member or employee of any claim, account, demand or suit against the Cheektowaga 
Central School District, or any agency thereof on behalf of himself/herself or any member of his/her 
family arising out of any personal injury or property damage or for any lawful benefit authorized or 
permitted by law.  
 

Section 4.  Distribution/Posting of Code of Ethics. The Superintendent of the Cheektowaga 
Central School District shall cause a copy of this code of ethics to be distributed to every Board 
member and employee of the School District within thirty (30) days after the effective date of this 
resolution. Each Board member and employee elected or appointed thereafter shall be furnished a 
copy before entering upon the duties of his/her office or employment. The Superintendent shall also 
cause a copy of Article 18 of the General Municipal Law to be kept posted in each building in the 
District in a place conspicuous to its Board members and employees. Failure to distribute any such 
copy of this code of ethics or failure of any Board member or employee to receive such copy, as well 
as failure to post any such copy of General Municipal Law, Article 18, shall have no effect on the duty 
of compliance with such code or Article 18, nor with the enforcement of provisions thereof. 
 

Section 5.  Penalties. In addition to any penalty contained in any other provision of law, any 
person who shall knowingly and intentionally violate any of the provisions of this code may be fined, 
suspended or removed from office or employment, as the case may be, in the manner provided by law.  
 

Section 6.  Effective Date:  This resolution shall take effect immediately. 
 

General Municipal Law, Article 18 
Adopted:  5/24/99 
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SUBJECT: TESTING MISCONDUCT AND MANDATORY REPORTING  

REQUIREMENTS 
 
 School District employees are expressly prohibited from: engaging in testing misconduct, as that 
term is described in the Regulations of the Commissioner of Education; assisting in the engagement 
of, or soliciting another to engage in testing misconduct; and/or the knowing failure to report testing 
misconduct. When committed by an employee of the School District in a position for which a teaching 
or school leader certificate is required, such actions or inactions will be deemed to raise a reasonable 
question of moral character under Part 83 of the Commissioner's Regulations. A School District 
employee in a position for which a teaching or school leader certificate is not required who commits 
an unlawful act in respect to examination and records will be subject to disciplinary action by the 
Board of Education in a manner consistent with New York State law and regulation. 
 
 School District employees will report to the State Education Department any known incident of 
testing misconduct by a certified educator or any known conduct by a non-certified individual 
involved in the handling, administration or scoring of state assessments in violation of New York State 
law. Such report will be made in accordance with directions and procedures established by the 
Commissioner for the purpose of maintaining the security and confidential integrity of State 
assessments.  
 
 The School District will not dismiss or take other disciplinary or adverse action against an 
employee because he/she submitted a report regarding testing misconduct to the State Education 
Department. Any such adverse action by an individual holding a teaching or school leader certificate 
will be deemed to raise a reasonable question of moral character under Part 83 of the Commissioner's 
Regulations and may be referred to the Office of School Personnel Review and Accountability at the 
State Education Department. 
 
 
 
8 NYCRR Section 102.4 
 
 
 
 
 
 
 
 
 
 
 
 
Adopted:  9/9/14 
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SUBJECT: STAFF USE OF COMPUTERIZED INFORMATION RESOURCES 
 

The Board of Education will provide staff with access to various computerized information 
resources through the District's computer system (DCS hereafter) consisting of software, hardware, 
computer networks, wireless networks/access  and  electronic  communication  systems.  This may 
include access to electronic mail, so-called "on-line services" and the "Internet." It may also include 
the opportunity for staff to have independent access to the DCS from their home or other remote 
locations, and/or to access the DCS from their personal devices. All use of the DCS and the wireless 
network, including independent use off school premises and use on personal devices, shall be subject 
to this policy and accompanying regulations. 

 
The Board encourages staff to make use of the DCS to explore educational topics, conduct 

research and contact others in the educational world. The Board anticipates that staff access to various 
computerized  information  resources  will  both  expedite  and  enhance  the  performance  of  tasks 
associated with their positions and assignments. To that end, the Board directs the Superintendent or 
his/her designee(s) to provide staff with training in the proper and effective use of the DCS. 

 
Staff use of the DCS is conditioned upon written agreement by the staff member that use of the 

DCS will conform to the requirements of this policy and any regulations adopted to ensure acceptable 
use of the DCS. All such agreements shall be kept on file in the District Office. 

 
Generally, the same standards of acceptable staff conduct which apply to any aspect of job 

performance shall apply to use of the DCS. Employees are expected to communicate in a professional 
manner consistent with applicable District policies and regulations governing the behavior of school 
staff. Electronic mail and telecommunications are not to be utilized to share confidential information 
about students or other employees. 

 
Access to confidential data is a privilege afforded to District employees in the performance of 

their duties. Safeguarding this data is a District responsibility that the Board of Education takes very 
seriously. Consequently, District employment does not automatically guarantee the initial or ongoing 
ability to use mobile/personal devices to access the DCS and the information it may contain. 

 
This policy does not attempt to articulate all required and/or acceptable uses of the DCS; nor is it 

the intention of this policy to define all inappropriate usage. Administrative regulations will further 
define general guidelines of appropriate staff conduct and use as well as proscribed behavior. 

 
District staff shall also adhere to the laws, policies and rules governing computers including, but 

not limited to, copyright laws, rights of software publishers, license agreements, and rights of privacy 
protected by federal and state law. 

 
Staff members who engage in unacceptable use may lose access to the DCS and may be subject 

to further discipline under the law and in accordance with applicable collective bargaining agreements. 
Legal  action  may  be  initiated  against  a  staff  member  who  willfully,  maliciously  or  unlawfully 
damages or destroys property of the District. 
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SUBJECT: STAFF USE OF COMPUTERIZED INFORMATION RESOURCES  (Cont'd.) 

Social Media Use by Employees 

 
The School District recognizes the value of teacher and professional staff inquiry, investigation 

and communication using new technology tools to enhance student learning experiences. The School 
District also realizes its obligations to teach and ensure responsible and safe use of these new 
technologies. Social media, including social networking sites, have great potential to connect people 
around the globe and enhance communication. Therefore, the Board of Education encourages the use 
of District approved social media tools and the exploration of new and emerging technologies to 
supplement the range of communication and educational services. 

 
For purposes of this Policy, the definition of public social media networks or Social 

Networking Sites (SNS) are defined to include: websites, Web logs (blogs), wikis, social networks, 
online forums, virtual worlds, video sites and any other social media generally available to the School 
District community which do not fall within the District's electronic technology network (e.g., 
Facebook, MySpace, Twitter, LinkedIn, Flickr, Vine, Instagram, SnapChat, blog sites, etc.). The 
definition of District approved password-protected social media tools are those that fall within the 
District's electronic technology network or which the District has approved for educational use. Within 
these  internal  forums,  the  District  has  greater  authority  and  ability  to  protect  minors  from 
inappropriate content and can limit public access. 

 
The use of social media (whether public or internal) can generally be defined as Official District 

Use, Professional/Instructional Use and Personal Use. The definitions, uses and responsibilities will be 
further defined and differentiated in the Administrative Regulation. The School District takes no 
position on an employee's decision to participate in the use of social media or SNS for personal use on 
personal time. However, personal use of these media during District time or on District-owned 
equipment is allowed on a limited basis. In addition, employees are encouraged to maintain the highest 
levels of professionalism when communicating, whether using District devices or their own personal 
devices, in their professional capacity as educators. They have a responsibility to address inappropriate 
behavior or activity on these networks, including requirements for mandated reporting and compliance 
with all applicable District Policies and Regulations. 
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SUBJECT: STAFF USE OF COMPUTERIZED INFORMATION RESOURCES  (Cont'd.) 

Confidentiality, Private Information and Privacy Rights 

Confidential  and/or  private  data,  including  but  not  limited  to,  protected  student  records, 
employee personal identifying information, and District assessment data, shall only be loaded, stored 
or transferred to District-owned devices which have encryption and/or password protection. This 
restriction, designed to ensure data security, encompasses all computers and devices within the DCS, 
any mobile devices, including flash or key drives, and any devices that access the DCS from remote 
locations. Staff will not use email to transmit confidential files in order to work at home or another 
location. Staff will not use cloud-based storage services (such as Dropbox, GoogleDrive, SkyDrive, 
etc.) for confidential files. 

 
Staff will not leave any devices unattended with confidential information visible. All devices are 

required to be locked down while the staff member steps away from the device, and settings enabled to 
freeze and lock after a set period of inactivity. 

 
Staff data files and electronic storage areas shall remain District property, subject to District 

control and inspection. The Technology Coordinator may access all such files and communications 
without prior notice to ensure system integrity and that users are complying with requirements of this 
policy and accompanying regulations. Staff should NOT expect that information stored on the DCS 
will be private. 

 

Implementation 
 

Administrative regulations will be developed to implement the terms of this policy, addressing 
general parameters of acceptable staff conduct as well as prohibited activities so as to provide 
appropriate guidelines for employee use of the DCS. 

 
 
 
 
 
 

NOTE: Refer also to Policies #5672 -- Information Security Breach and Notification 
#6411 -- Staff Use of Email 
#7243 -- Student Data Breaches 
#7316 -- Student Use of Personal Technology 
#8271 -- Internet Safety/Internet Content Filtering Policy 

 
 
 
 
 
 
 
 

Adopted: 5/6/14 
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SUBJECT: MAINTAINING DISCIPLINE AND CONDUCT  
 
 

All personnel employed by the District are expected to assist in the maintenance of student 
discipline and appropriate conduct during school hours or at extracurricular events. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Adopted:  5/24/99 
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SUBJECT: DIGNITY FOR ALL STUDENTS ACT 
 
 The Board of Education recognizes that learning environments that are safe and supportive can 
increase student attendance and improve academic achievement. A student's ability to learn and 
achieve high academic standards, and a school's ability to educate students, is compromised by 
incidents of discrimination or harassment, including but not limited to bullying, taunting and 
intimidation. Therefore, in accordance with the Dignity for All Students Act, Education Law, Article 
2, the District will strive to create an environment free of bullying, discrimination and/or harassment 
and will foster civility in the schools to prevent and prohibit conduct which is inconsistent with the 
District's educational mission. Since cyberbullying is a form of bullying, the term "bullying" as used in 
this policy will implicitly include cyberbullying even if it is not explicitly stated. 
 

The District condemns and prohibits all forms of bullying, discrimination and/or harassment of 
students based on actual or perceived race, color, weight, national origin, ethnic group, religion, 
religious practice, disability, sexual orientation, gender, or sex by school employees or students on 
school property and at school-sponsored activities and events that take place at locations off school 
property. In addition, any act of bullying, discrimination and/or harassment, outside of school 
sponsored events, which can reasonably be expected to materially and substantially disrupt the 
education process may be subject to discipline. 
 
Dignity Act Coordinator 
 

At least one (1) employee at every school shall be designated as the Dignity Act Coordinator(s). 
The Dignity Act Coordinator(s) will be thoroughly trained to handle human relations in the areas of 
race, color, weight, national origin, ethnic group, religion, religious practice, disability, sexual 
orientation, gender (identity or expression) and sex. The Board of Education shall appoint a Dignity 
Act Coordinator(s) who is employed by such District or BOCES and is licensed and/or certified as a 
classroom teacher, school counselor, psychologist, nurse, social worker, administrator/ supervisor or 
Superintendent of Schools. Districts must share the name(s) and contact information of the Dignity 
Act Coordinator(s) with all school personnel, students, and parents/persons in parental relation, which 
shall include, but is not limited to, providing the name, designated school and contact information by: 
 

a) Listing such information in the Code of Conduct and updates posted on the Internet 
website, if available; and 

 
b) Including such information in the plain language summary of the Code of Conduct 

provided to all persons in parental relation to students before the beginning of each school 
year; and 

 
c) Providing such information to parents and persons of parental relation in at least one (1) 

district or school mailing or other method of distribution including, but not limited to,  
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SUBJECT: DIGNITY FOR ALL STUDENTS ACT  (Cont'd.) 
 

through electronic communication and/or sending such information home with each student 
and, if such information changes, in at least one subsequent district or school mailing or 
other such method of distribution as soon as practicable thereafter; 

 
d) Posting such information in highly visible areas of school buildings; 

 
e) Making such information available at the district and school-level administrative offices. 

 
If a Dignity Act Coordinator vacates his/her position, another school employee shall immediately 

be designated for an interim appointment as Coordinator, pending approval from the Board of 
Education, within thirty (30) days of the date the position was vacated. In the event a Coordinator is 
unable to perform the duties of the position for an extended period of time, another school employee 
shall immediately be designated for an interim appointment as Coordinator, pending return of the 
previous Coordinator to the position. The District must provide the change in information to parents or 
persons in parental relation as soon as practicable. The change in name and/or contact information of 
the Dignity Act Coordinator will not constitute a revision to the Code of Conduct so as to require a 
public hearing. 
 
Training and Awareness 
 

Each District and Charter School shall establish guidelines for training which shall be approved 
by the Board of Education. Training will be provided each school year for all District employees in 
conjunction with existing professional development training to raise staff awareness and sensitivity of 
bullying, discrimination and/or harassment directed at students that are committed by students or 
school employees on school property, at a school function, or off school property when the actions 
create or would foreseeably create a risk of substantial disruption within the school environment or 
where it is foreseeable that the conduct might reach school property.  
 

Training will include ways to promote a supportive school environment that is free from 
bullying, discrimination and/or harassment. Training shall: 

 
a) Raise awareness and sensitivity; 
 
b) Address social patterns and the effects on students; 
 
c) Inform employees on the identification and mitigation of such acts; 
 
d) Provide strategies for effectively addressing problems of exclusion, bias and aggression; 
 
e) Include safe and supportive school climate concepts in curriculum and classroom 

management; and 
 
 
 

(Continued) 
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SUBJECT: DIGNITY FOR ALL STUDENTS ACT  (Cont'd.) 
 

f) Ensure the effective implementation of school policy on conduct and discipline.  
 
Instruction in grades Kindergarten through 12 shall include a component on civility, citizenship 

and character education. Such component shall instruct students on the principles of honesty, 
tolerance, personal responsibility, respect for others, observance of laws and rules, courtesy, dignity 
and other traits which will enhance the quality of their experiences in, and contributions to, the 
community. For the purposes of this policy, "tolerance," "respect for others" and "dignity" shall 
include awareness and sensitivity to bullying, discrimination and/or harassment and civility in the 
relations of people of different races, weights, national origins, ethnic groups, religions, religious 
practices, mental or physical abilities, sexual orientations, genders and sexes. Such component must 
also include instruction on the safe and responsible use of the Internet and electronic communications. 
 

Rules against bullying, discrimination and/or harassment will be included in the Code of 
Conduct, publicized District-wide and disseminated to all staff and parents. Any amendments to the 
Code will be disseminated as soon as practicable following their adoption. New teachers shall be 
provided a complete copy of the current Code upon their employment. An age-appropriate summary 
shall be distributed to all students at a school assembly at the beginning of each school year. 
 
Reports and Investigations of Bullying, Discrimination and/or Harassment 
 
 The District will investigate all complaints of bullying, discrimination and/or harassment, either 
formal or informal, and take prompt corrective measures, as necessary. School employees who witness 
or receive a report (oral or written) of harassment, bullying and/or discrimination must orally notify 
the Superintendent, Principal, or their designee no later than one (1) school day after witnessing or 
receiving a report of such incident. The employee must then file a written report within two (2) school 
days after making the oral report. If, after an appropriate investigation, the District finds that this 
policy has been violated, corrective action will be taken in accordance with District policies and 
regulations, the Code of Conduct, and all appropriate federal or state laws. The Superintendent, 
Principal or their designee shall notify the appropriate local law enforcement agency when it is 
believed that any harassment, bullying and/or discrimination constitute criminal conduct. 
 

The District will annually report material incidents of bullying, discrimination and/or harassment 
which occurred during the school year to the State Education Department. Such report shall be 
submitted in a manner prescribed by the Commissioner, on or before the basic educational data system 
(BEDS) reporting deadline or such other date as determined by the Commissioner. SED has developed 
a form for gathering data titled, "Reports of Incidents Concerning School Safety and the Educational 
Climate" which can be found on the NYSED website. 
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SUBJECT: DIGNITY FOR ALL STUDENTS ACT  (Cont'd.) 
 

The Principal of each primary and secondary school shall provide a regular report (at least once 
during each school year) on data and trends related to harassment, bullying and/or discrimination to 
the Superintendent and in a manner prescribed by, as applicable, the district, BOCES or charter 
school. There is no need for schools or districts to submit this report to the State Education 
Department. 
 
Prohibition of Retaliatory Behavior (Commonly Known as "Whistle-Blower" Protection) 
 
 Any person who has reasonable cause to suspect that a student has been subjected to bullying, 
discrimination and/or harassment by an employee or student, on school grounds or at a school 
function, who acts reasonably and in good faith and reports such information to school officials or law 
enforcement authorities, shall have immunity from any civil liability that may arise from making such 
report. The Board prohibits any retaliatory behavior directed at complainants, victims, witnesses 
and/or any other individuals who participated in the investigation of a complaint of bullying, 
discrimination and/or harassment.  
 
 
 
Education Law Sections 10-18, 801-a, 2801 and 3214 
8 NYCRR Section 100.2 
 
 
 
 
 
NOTE: Refer also to Policies #1330 -- Appointments and Designations by the Board of Education 

 #3410 -- Code of Conduct on School Property 
#3420 -- Non-Discrimination and Anti-Harassment in the School  

District 
#7551 -- Sexual Harassment of Students 
#7552 -- Bullying in the Schools 
#7553 -- Hazing of Students 
#8242 -- Civility, Citizenship and Character Education/Interpersonal  

Violence Prevention Education 
 
 
 
 
 
 
Adopted:  5/24/99 
Amended:  8/6/13 
 



CHEEKTOWAGA CENTRAL SCHOOL DISTRICT   
Board of Education Policy 8271; Adopted by the Board of Education on June 12, 2012 

 

ACCEPTABLE USE POLICY (AUP) 
FOR COMPUTERS/TECHNOLOGY AND INTERNET ACCESS 

 

 
The Board of Education requires all users of District Technology to abide by the following Acceptable Use 
Policy (AUP): 

 
Technology resources are available to students, staff, and guests in the Cheektowaga Central School District 

(CCSD). These resources include software delivered via CCSD’s Local Area Network (LAN), Internet resources, 

Internet access, and digital tools. We are pleased to provide this access and believe that telecommunication 

and other technology resources offer vast and unique opportunities to our community.  Our goal in providing 

this service is to promote educational excellence in our schools by facilitating resource sharing, innovation, 

communication, and digital citizenship. 

 
To deliver technology resources, students and staff may have access to and/or may be provided: 

1 .  I n t e rnet  acces s  

2. Electronic communications; email (E-mail), blogs, wikis, etc. 

3. Information and international news 

4. Public domain software and graphics of all types 

5. Library catalogs and databases 

6. Training by a CCSD technology staff member and/or instructor in proper use 

7. Student management systems 

8. Online courses and testing 

9. Use of personally owned devices 

 
CCSD has taken precautions to restrict access to materials that are not considered to be of value in the 

context of the school setting. However, it is impossible to control all materials on a global network. We at CCSD 

believe that the valuable information and interaction available on this worldwide network far outweighs the 

possibility that users may obtain material that is not consistent with the educational goals of the District. 

 
Internet access is coordinated through a complex association of government agencies and regional and state 

networks. The smooth operation of the network relies upon the proper conduct of end users who must adhere 

to this AUP policy, which is provided so that each user is aware of his/her responsibilities. In general, this requires 

each user’s efficient, ethical, and legal utilization of the network resources. All technology use is monitored by 

CCSD personnel.  

 
If a CCSD user violates any of these provisions, his or her technology use privileges may be garnished or 
terminated. Those who engage in unacceptable use may also be subject to further disciplinary measures under 
District policy and the Code of Conduct.  The District reserves the right to pursue legal action and may bring suit 

in civil court. 

 
Terms and Conditions for Use of Computer Technology and Internet Access 

 
1. Acceptable Use - The District Technology Coordinator and the Superintendent of Schools will deem what 

is appropriate/inappropriate use. The administration, staff and students of CCSD may request the system 

administrator to deny, revoke, or suspend user privileges at anytime. 

 
2. Privileges - The use of all hardware, software, and other technology resources is a privilege, not a right, 

and inappropriate use may result in a cancellation of those privileges. Every person who receives an 

account will be instructed by a CCSD staff member in the proper use of the network. The purpose of the 

Internet is to support research and education in and among academic institutions by providing access to 

unique resources and the opportunity for collaborative work. The use of a CCSD account must be in 

support of education and research and be consistent with the educational objectives of CCSD. Use of 

other organizations’ networks or computing resources must comply with the rules appropriate for that 

other site. Transmission of any material in violation of any national or state regulation is prohibited. This 

includes, but is not limited to: copyrighted material, threatening or sexually explicit material, or material 

protected by trade secret. 



 
3. Responsibilities – Users are expected to abide by the generally accepted rules of the CCSD network and 

other technology resources, including but not limited to the items noted in this AUP. Failure to comply 

will result in loss of privileges. These responsibilities include (but are not limited to) the following: 

a. Each user must utilize a District-issued user ID and password for his/her account in order to gain access 

to network resources.  

b. Users are responsible for all activity on his/her account while “logged on.” When not actively using the 

account, he/she must “log off”. 

c. Users must keep his/her network ID and password confidential – any sharing of passwords is prohibited. 

d. Students must not reveal their personal address, phone number, or personal data about themselves or 

other students, faculty or staff. 

e. Students must not meet anyone in person with whom they have made electronic contact unless District 

and/or parental permission is granted. 

f. Netiquette is expected of all users. Users must be polite and not be abusive in messages to others. 

Appropriate language must be used.  

g. Electronic mail (E-mail) is not guaranteed to be private. The system operators have access to all mail. 

Messages relating to or in support of illegal activities will be reported to the appropriate authorities.  

The E-mail system is the property of the District and intended only for its use. 

h. Users must not use the network in a way that disrupts the use of the network by other users. 

Users must assume that all accessible electronic information is copyright protected. 

i. Users must report each and every incidences of computer system abuse/misuse to the District 

Technology Coordinator. 

 
4. Warranties - CCSD makes no warranties of any kind, whether expressed or implied, for the service it is 

providing. CCSD will not be responsible for any damages you suffer. This includes loss of data resulting 

from delays, non-deliveries, mis-deliveries, or interruptions caused by its own negligence or your errors or 

omissions. Use of any information obtained via the Internet is at your own risk. CCSD specifically denies 

any responsibility for the accuracy or quality of information obtained through its services. 

 
5. Security - Security on any computer system is a high priority, especially when the system involves many 

users.  If you feel you can identify a security problem on the system, you must notify the District Technology 

Coordinator. Do not demonstrate the problem to other users. Attempts to log on to the system as a 

system administrator will result in cancellation of user privileges. Any user identified as a security risk or of 

having a history of problems with other computer systems may be denied access. 

 
6. Software usage – Only District-owned software may be used with the exception of staff owned 

software that has been approved by the District Technology Coordinator. Portable storage devices are 

permitted for school assignments. Unauthorized use of devices may result in such devices being 

confiscated with other possible consequences to the user. 
 

7. Equipment - The district is not responsible for repair and/or replacement of non-district hardware owned 
and used by students, staff, and guests.  

 
8. Vandalism - Vandalism will result in suspension or cancellation of privileges. Vandalism is defined as any 

malicious attempt to alter or destroy data of another user, to damage computer hardware or software, 

and/or to misuse the Internet, or any others agencies or computer systems that are connected to CCSD. 

This includes, but is not limited to, the uploading or creation of computer viruses and any physical 

damage. Improper use and tampering will not be tolerated. Reimbursement of cost for replacement 

and/or repair of damage may be sought by district.  

 
9. Ethical Use – Use of District network resources and any other CCSD technology resources are a privilege. 

Religious messages and materials that are intended or could be perceived to be proselytizing are strictly 

prohibited. Malicious, threatening, and/or unethical posting of information and/or images is also 

prohibited.  Also prohibited is the use of district resources for personal gain.  

 
10. Data – Student and staff data files and other electronic storage areas are considered to be District 

property and subject to control and inspection. The District Technology Coordinator may access all 

files and communications to insure use compliance. Unauthorized access, sharing and transmission of 

school District data are strictly prohibited. 
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